Abstract. The purpose of this paper is to provide a brief survey of CCZ and EA equivalence for functions f : G → N where G and N are finite and N is abelian, and, for the case f : Z m p → Z m p , to investigate two codes derived from f , inspired by these equivalences. In particular we show the dimension of the kernel of each code determines a new invariant of the corresponding equivalence class. We present computational results for p = 2 and small m.
Introduction
The usefulness of any equivalence relation for functions between finite groups depends on the groups, the types of functions and the purpose of the classification. The resulting equivalence classes will have value when each class consists of functions sharing common properties or invariants. If a potentially new function satisfying desirable conditions is found, it is important to be able to show whether or not it is equivalent to a known function.
For functions between finite rings and fields, as functions between the underlying finite abelian groups, such classifications are needed for applications in finite geometry, coding and cryptography. The equivalence classes should preserve properties such as planarity or invariants such as differential uniformity or maximum nonlinearity.
Two quite separate approaches to defining equivalence for functions over F p n , which preserve important algebraic or combinatorial properties across a wide range of interesting functions, have been used.
The first of these approaches involves pre-and post-composition of a given function f : G → G, G = (F p n , +), with other functions having specified characteristics, to define an equivalent function. In 1964, Cavior [11] introduced weak equivalence between f and f as
for any elements τ, σ of the symmetric group Sym(G) of G. Mullen [22] restricted τ and σ to (possibly equal) subgroups of Sym(G), so defining a relative form of weak equivalence. Linear equivalence between f and f is defined by
This is the accepted versión of: Horadam, KJ and Villanueva, M. "Relationships between CCZ and EA equivalence classes and corresponding code invariants" in Sequences and their applications SETA 2014, 2014, p. 3-17 (Lecture notes in computer science ; 8865). The final publication is available at Springer via DOI 10.1007/978-3-319-12325-7_1 Definition 1. Two functions f, f ∈ C 1 (G, N ) are EA equivalent if there exist r ∈ G, θ ∈ Aut(G), γ ∈ Aut(N ) and χ ∈ Hom(G, N ) such that
The graph of f is G f = {(x, f (x)) : x ∈ G}. Two functions f, f ∈ C 1 (G, N ) are CCZ equivalent if there exist r ∈ G and α ∈ Aut(G × N ) such that
If r = 1, we say f and f are EA isomorphic and CCZ isomorphic, respectively.
In particular, suppose G = N = (F p n , +) ∼ = Z n p . Every f ∈ C 1 (G, G) is the evaluation map of some polynomial f (x) ∈ F p n [x] of degree ≤ p n − 2 with f (0) = 0.
The homomorphisms Hom(G, G) are the linearised polynomials n−1 j=0 a j x p j , a j ∈ F p n , and Aut(G) consists of the linearised permutation polynomials. Weak equivalence (1) relative to Aut(G) is the case r = 0, χ ≡ 0 of (3) and linear equivalence (2) is the case r = 0 of (3). In [9] , CCZ equivalence uses translation by e ∈ G × G on the right, rather than on the left as in (4), but composition with the inner automorphism defined by e shows they give the same CCZ equivalence classes. The equivalence defined by (3) is known implicitly to finite geometers, because planar functions equivalent by (3) will determine isomorphic planes [12] . Planarity of f is preserved by addition of a linearised polynomial of G or pre-or post-composition with a linearised permutation polynomial, or by linear transformation. For instance, if r ∈ G, then f · r is a linear transformation.
A very large number of cryptographically strong functions over F 2 n have been found in the past decade, and it is important to be able to tell if they are genuinely new. The choice of equivalence relation best suited to classify cryptographic functions has attracted considerable attention in this period. This has been prompted by the observation that if f is invertible, then its compositional inverse inv(f ) has the same cryptographic robustness as f with respect to several measures of nonlinearity, so the inverse of a function is often regarded as being equivalent to it. However, inv(f ) is not always EA equivalent to f .
CCZ equivalence is a coarser equivalence than EA equivalence and includes permutations and their inverses in the same equivalence class. It is currently very difficult to decide, either theoretically or computationally, whether two functions are CCZ equivalent, and if so, whether they are EA-inequivalent.
The paper is organised as follows. In Section 2 we survey briefly the main results known about CCZ and EA equivalence and their interrelationships. We will need the coboundary function ∂f :
which measures how much f differs from a homomorphism. Section 3 discusses two codes inspired by these equivalences for functions over Z 
Equivalence of functions between groups
Let G be a finite group and N a finite abelian group, written multiplicatively. If α ∈ Aut(G × N ), it has a unique factorisation α = η × ı, where its action on the first component G × {1} determines a monomorphism η = (η 2 , η 1 ) : G G × N and its action on the second component {1} × N determines a monomorphism ı = (ı 2 , ı 1 ) : N G × N which commutes with (η 2 , η 1 ), with
CCZ equivalence has the following functional form, which is a mix of weak equivalence (1) and EA equivalence (3).
Proposition 1.
[17] Two functions f, f ∈ C 1 (G, N ) are CCZ equivalent if and only if there exist α = η × ı ∈ Aut(G × N ) and r ∈ G such that: the function ρ := (ı 2 • (f · r)) η 2 that they define with f is a permutation of G; and
where σ = inv(ρ).
Corollary 1. [17]
For functions in C 1 (G, N ), EA equivalence implies CCZ equivalence.
Proof. If (3) holds, define α in Proposition 1 by setting ı = (1, γ) and η = (inv(θ), χ • inv(θ)).
If α = η × ı ∈ Aut(G × N ) in Proposition 1 fixes the subgroup {1} × N then ı 2 = 1 so η 2 ∈ Aut(G) and (3) holds. This correspondence, proved in [9] for p = 2, can be used as an alternative definition of EA equivalence.
Corollary 2.
[17] Two functions f, f ∈ C 1 (G, N ) are EA equivalent if and only if there exist r ∈ G and α ∈ Aut(G × N ) such that
In a few cases (as well as those in Lemma 1 below) it is known that the converse of Corollary 1 holds.
Corollary 3. The CCZ class of f ∈ C 1 (G, N ) is its EA class in the following cases:
Proof. Case 1 follows by definition. Case 2 follows from Corollary 2 because any automorphism of G × N must fix {1} × N (and G × {1} by symmetry). The argument is due to Pott and Zhou [25] for G abelian but holds in general, and in particular, includes the case
The restricted set of automorphisms used to redefine EA equivalence in Corollary 2 are not the only automorphisms preserving the graphs of EA equivalent functions. It is possible to say exactly when a CCZ equivalence in (7) can be rewritten as an EA equivalence in (3) . Note that for any r ∈ G, f and f · r are trivially EA equivalent by (3) , and thus CCZ equivalent by Corollary 1, so here we we give the case for r = 1 and EA and CCZ isomorphism. The results extend straightforwardly to the general case.
Theorem 1.
[18] Set r = 1 in (7) and (3) . The CCZ isomorphism between f and f determined by α in (7) can be rewritten as an EA isomorphism (3) if and only if 1. ρ ∈ Aut(G) and 2. there exists δ ∈ Aut(N ) such that the permutationδ of G × N defined bŷ
is an automorphism of G × N .
In this case, the rewriting as an EA isomorphism is
where ⇔ there exists α with f = f α for which ρ ∈ Aut(G).
Calculation using (5) shows im ∂f ⊆ M andα(∂f ) = ∂(f • ρ). Thenα can be extended, by extension of a minimal generating set for M to one for N , to at least one
It is worth noting that two functions that are CCZ equivalent as in Proposition 1 may still be EA equivalent without the automorphism α satisfying ρ ∈ Aut(G). The following example is due to Hou [20] . A particular instance is f :
Here f is necessarily EA equivalent to itself (= inv(f )), but ρ is not linear. From now on, we write G and N additively. It is known [7] that CCZ equivalence implies EA equivalence for functions Z n 2 → Z 2 . This is not always true for functions Z Even though the two equivalences can be compared directly using either the functional or the graphical approach, it is more computationally difficult to check functions for CCZ equivalence than for EA equivalence, and more computationally difficult to generate CCZ equivalence classes than EA equivalence classes.
The case G = Z
One advantage of determining either equivalence lies in the properties shared by equivalent functions, and the chance it provides of replacing a complex function by a simpler equivalent function to improve efficiency in applications.
A recent illustration of this appears in [27] for
It is shown, after mapping each element of Z 2 m to the coefficient vector of its binary representation, that addition modulo 2 m is CCZ equivalent to a very simple quadratic vectorial Boolean function. This is applied to simplify attacks on cryptosystems which employ addition modulo 2 m . Conversely, finding more complex functions which are EA-inequivalent to known simple functions but which nonetheless possess similar desirable properties can improve cryptographic security or enlarge the known set of sequences with optimal correlation properties.
A recent illustration of this appears in [15] where it is shown that for p ≥ 5 and m an integer that does not divide p m + 1, then the function f (x) = x p m +2 over Z m p is an Alltop function (that is, its differential functions are PN) which is EA-inequivalent to the Alltop function f (x) = x 3 , even though ∂f and ∂f are EA equivalent PN functions.
The case
EA equivalence partitions the set of (non-affine) functions over Z m 2 into classes with the same nonlinearity, differential uniformity and algebraic degree [9] . CCZ equivalence partitions the set of functions over Z m 2 into classes with the same Walsh spectrum, differential uniformity and resistance to algebraic cryptanalysis [10, 9] but not necessarily the same algebraic degree.
It remains very difficult to tell when CCZ equivalent functions are EA-inequivalent. Some results for APN functions in small orders are known. Computation has shown [5] that there is 1 CCZ class of APN functions over Z [28] , and at least 11 over Z 9 2 [14] . Edel [13] (APN or 4-uniform) , high nonlinearity and algebraic degree ≥ 4 and which are, preferably, permutations. This aim can be aided by working with specific codes they generate. The graph code for APN functions was introduced in [6] and the coboundary code was introduced in [19] .
Define the graph code of f to be the p-
Define the coboundary code of f to be the p-
The linear codes they generate are denoted G f and D f , respectively.
For the remainder of this Section we will investigate the properties of, and relationships between, these codes. The following simple properties of their dimensions appear in [19, Theorem 4] .
p . Both these dimensions are related to the differential uniformity ∆(f ), which is defined to be the maximum over a = 0 ∈ Z m p of the number of solutions of
A further parameter of each of the codes D f and G f is the dimension of its kernel. Recall that the p-kernel of a code C over Z p of length n is defined [23] as
is a linear subspace of C and C can be written as the union of cosets of K(C). If so, K(C) is the largest such linear code for which this is true. For p = 2, the kernel was introduced in [2] . 
It is known that differential uniformity ∆(f ) is a combinatorial invariant of the EA equivalence class of f [16, Corollary 9.52.1]. In fact this is a consequence of it being a combinatorial invariant of the CCZ equivalence class of f . Proof. Differential uniformity is a combinatorial invariant of CCZ isomorphism [18, We show that the dimensions n(f ) and s(f ) are algebraic invariants of the EA and CCZ equivalence classes of f , respectively. Proof. The dimensions n(f ) and s(f ) are algebraic invariants of EA and CCZ isomorphism, respectively [19, Theorem 5] , so that we only need to consider f = f · r, r = 0 and note (f · r) · (−r) = f . Then ∂(f · r)(x, y) = ∂f (r + x, y) − ∂f (r, y) ∈ D f so by symmetry
Now we show that M (f ) and K(f ) are algebraic invariants of the EA and CCZ equivalence classes of f , respectively. 
If f and f are CCZ isomorphic, α ∈ Aut(Z 2m p ) and
When p = 2, we are interested in additional properties of the codes G f and D f . 
Let C f be the linear code of length 2 m − 1 admitting H f as a parity check matrix. If f is APN, the dimension s(f ) is already known to be maximal, ie. s(f ) = 2m, by [6] . It has also been proved that s(f ) = 2m for another class of functions, the AF permutations [26] , but the AF property itself is not an invariant of CCZ equivalent permutations.
Consideration of Theorem 4 raises the possibility that s(f ) and n(f ) are not independent invariants, which we formulate as a conjecture in the next Section. However we demonstrate computationally that K(f ) and M (f ) are independent.
Examples for p = 2 with low dimensions
In this Section, we concentrate on computations for p = 2 and functions which are either monomial power functions or have differential uniformity 4. Let S n be the symmetric group of permutations of length n, where n = 2 m − 1. Table 1 shows the classification of all monomial power functions into CCZ equivalence classes for all 3 ≤ m ≤ 7. Additional properties have been computed, and included in the table. These are: whether they are APN; the pair (rank, kernel dimension) = (s(f ), K(f )) for the binary code G f ; and the possibilities for the number of solutions of (9) for p = 2. For m = 5, it is known that the three CCZ classes of APN functions in Table  1 contain 3, 3 and 1 EA classes respectively [5] . Two of the EA classes in the CCZ equivalence class of x 3 contain the monomials x 3 and x 11 , respectively, and two of the EA classes in the CCZ equivalence class of x 5 contain the monomials x 5 and x 7 , respectively. Non-monomial representatives of each other EA class are given in [5] .
Monomial power functions
For m = 7, it is only necessary to check the cases x 7 and x 21 computationally, since the other CCZ classes of non-APN monomials can be distinguished by the number of solutions of (9) .
Number of solutions of (9) Table 1 . Classification of all monomial power functions f (x) = x i for 3 ≤ m ≤ 7 into CCZ equivalence classes, and some properties of these classes.
For m = 8, a classification of monomial power functions by cyclotomic coset, differential uniformity and nonlinearity is given in [1, Table 3 ]. After combining cyclotomic cosets containing f with those containing inv(f ) (recall that f and inv(f ) are CCZ equivalent [10] ) and comparing the number of solutions of (9) for representative power functions, the only power functions which still need distinguishing are x 15 and x 45 . The graph codes corresponding to these two functions have s(f ) = 2m = 16, and as the two extended codes are inequivalent, the functions are CCZ inequivalent by Proposition 2. The classification in [1, Table 3 ] reduces to a list of 28 CCZ classes of monomial power functions. These are given in Table 2 , together with their differential uniformity ∆(f ) and the values (s(f ), K(f )).
We have computed the invariant multiset M (f ) for every f (x) = x i in Tables 1  and 2 . The results appear in Table 3 . In these cases we have very simple and uniform results in terms of the cyclotomic coset C i of i mod 2 m − 1. For instance, for m = 4, M (x 5 ) = {2 ∧ 16} and for m = 6, M (x 9 ) = {3 ∧ 64}.
Thus M (f ) can distinguish between some, but not all, representatives of distinct CCZ classes for these special cases. Furthermore, for each CCZ class in these Tables which consists of APN functions but contains more than one EA class, we computed Table 2 . Classification of representative functions f (x) = x i for m = 8 into CCZ equivalence classes, and some invariants of these classes. Classes with ∆(f ) = 2 are the APN functions.
M (f ) for a representative function from each EA class, and obtained exactly the same M (f ) for each EA class. In other words, in all these cases, k(f ) itself is an invariant of EA class. It is determined by the size of a corresponding cyclotomic coset, and does not distinguish between different EA classes in the same CCZ class of APN functions.
However, this does not hold in general, as we shall see in the following Subsection. Table 3 . Invariant multiset M (f ) for the monomial power functions f (x) = x i for all 3 ≤ m ≤ 8 in Tables 1 and 2 , where Ci is the cyclotomic coset of i mod 2 m − 1.
Differentially 4-uniform permutations
For m = 4, in general (not only considering monomial power permutations), it is well known that there are no APN permutations. According to [19] there are 5 EA equivalent classes of differentially 4-uniform permutations, and as they all have different extended Walsh spectra, they each form a single CCZ equivalence class. On the other hand, using MAGMA [3] and checking all differentially 4-uniform permutations in S 15 , there are exactly 10 CCZ equivalence classes, given by the following permutations: [19] ), σ 5 = (5, 6, 8) (7, 11, 14, 10, 12, 13) , σ 6 = (5, 6, 8)(7, 11, 14)(10, 12, 13) (= f 7 in [19] ), σ 7 = (5, 6, 8)(7, 11, 13, 15)(9, 12, 10), σ 8 = (5, 6, 8)(7, 11, 13)(9, 12, 14, 10), σ 9 = (5, 6, 8) (7, 11, 13, 10, 9, 12, 14) , σ 10 = (5, 6, 8)(7, 11) (9, 12, 10, 13, 15, 14) . Table 4 corrects [19, Table 2 ], where the CCZ classes of σ 1 , σ 2 , σ 3 , σ 4 , σ 6 were claimed to exhaust the differentially 4-uniform classes of permutations fixing 0 over Z 4 2 . For every f in Table 4 , the dimension K(f ) of the kernel of the binary code G f is the minimum value 0 and the rank s(f ) is the maximum value 2m = 8, so Proposition 2 applies. Computation of n(f ) confirms that n(f ) = 4 = m in all cases. Table 4 lists invariants of the 10 CCZ equivalence classes: the order of the automorphism group of C * f ; the minimum distance and covering radius of C * f as a pair (d, ρ) ; the weight distribution of the dual of C * f ; and the possibilities for the number of solutions of (9) .
Weight distribution of the dual of C * f
Number of solutions of (9) Table 4 . Classification of all differentially 4-uniform permutations of order 15 into CCZ equivalence classes, and some invariants of these classes.
All these functions have n(f ) = 4 = m so that Theorem 4.4 applies, and we observe that n(f ) = s(f ) − 4. A computational check of the 7 CCZ classes of functions over Z
